Data Sheet

Citrix Workspace
Driving a powerful user and IT experience across a
comprehensive set of workspace services delivered entirely
from Citrix Cloud.
Citrix Workspace empowers IT to deliver secure access to apps, data and services
on any device, through a single pane of glass for comprehensive management,
visibility and intelligence, including actionable end-to-end analytics.
Citrix Workspace empowers the end-user with a familiar experience across
all device types with the new Citrix Workspace app. The Citrix Workspace app
allows users to access their comprehensive digital workspace from any device.
Workspace app provides a single point of entry to the entire user workspace,
including managed mobile apps, web, SaaS, Windows and Linux app/desktops and
distributed file stores.
Delivering and managing a complete workspace requires support for all layers
of the Workspace Technology Stack. Only Citrix has the unique ability to deliver
at every layer of the Workspace Technology Stack with industry leading products
such as Citrix Endpoint Management, Content Collaboration, Citrix Access
Security, Citrix Apps and Desktops and Citrix Analytics for end-to-end visibility and
control.
With complete support for all layers of the Workspace Technology Stack, Citrix
is able to easily build integrations between those layers providing customers
with unique value not available anywhere else. This results in an unmatched
experience for both the user and IT.
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Unified app store offers automated provisioning of all application types and device
form factors

✓

✓

✓

Citrix Workspace app for authentication, SSO, integrated apps and data, access
security, app launch intelligence

✓

✓

✓

✓

✓

✓

Feature Description
End User Experience

Unified Admin Experience
Single pane of glass for management and control of all Workspace services
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Unified Endpoint Management
Device and OS management including iOS, Android, Win 10, macOS, Chrome, Citrix
Ready workspace hub & IoT

✓

✓

Application Management including MDX, Android, Intune App Protection, KNOX, App
Config and more

✓

✓

Business class productivity apps including email and browser

✓

✓

BYOD solution including MDM independent MAM with no device agent requirements

✓

✓

Workspace Environment Management (WEM) extends UEM capabilities to Windows
7 and 8.1 device types

✓

✓

Micro-VPN for complete application data encryption and Isolation

✓

✓

Microsoft EMS/Intune integration for simplified Office 365 management

✓

✓

Citrix Access Control
Cloud App Control to protect IP and increase control over user actions while accessing
SaaS applications

✓

✓

✓

Single Sign-on to all SaaS, enterprise hosted web and Citrix virtual applications

✓

✓

✓

Web filtering of whitelist and blacklisted Internet URLs for compliance and protection
from malicious content

✓

✓

✓

Content Collaboration
Securely share and collaborate on sensitive and large files using secure links, or
initiate a structured workflow to automate the sequences of routine tasks

✓

✓

Connectors provide unified access to network storage, legacy data systems and thirdparty cloud storage without requiring a data migration

✓

✓

Encryption of files and email content at both rest and in transit using 256-bit
encryption

✓

✓

Information Rights Management (IRM) ensures content cannot be downloaded or
is downloadable as a watermarked PDF only, protecting against the risk of unwanted
screen captures

✓

✓

Structured workflows streamline and automate the collection and sharing of
feedback, approvals, signatures and more

✓

✓

Storage flexibility meets the unique combination of storage options, including cloud,
on-premises, and hybrid infrastructures

✓

✓

Drive Mapper optimizes ShareFile for use in virtual environments like Citrix Apps and
Desktops

✓

✓
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Virtualized Apps and Desktops
Industry leading virtual app and desktop solution for Windows and Linux

✓

Open architecture supporting any public cloud or any hypervisor deployment
scenarios

✓

Centralized image management for streamlined operations and IT productivity

✓

App Layering technology simplifies application updates across any hypervisor or
cloud with 99.5% application compatibility

✓

Largest library of supported peripherals including printers, audio recorders, web
cams, signature pads, and more

✓

Advanced monitoring & analytics including proactive notification, alerts and
application probing to ensure site health

✓

Common Criteria and FIPS compliance security validations

✓

Unified communications optimization delivers bandwidth-efficient, crystal-clear
voice, multimedia and video

✓

High definition user experience from any device, over any network keeps users
productive from anywhere

✓

Analytics
User behavior security analytics with per user risk detection scoring, assessment
and mitigation

✓

✓

✓

App performance analytics and root cause analysis (coming soon)

✓

✓

✓

Operations usage analytics for tracking app usage, network resource utilization and
capacity planning (coming soon)

✓

✓

✓

Advanced analytics for Access Control contributing risk indicators for risky web site
access, blacklisted URLs, unusual upload/download volume

✓

✓

✓

Data security analytics to detect and prevent excessive access to sensitive files,
excessive file sharing and downloads, and suspected ransomware attacks

✓

✓

Unified Endpoint Management analytics to detect unmanaged or jailbroken devices
and devices with blacklisted apps

✓

✓

Virtual apps and desktop analytics for tracking unusual app usage, access from
devices with an unsupported O/S, and potential data exfiltration

✓
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